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A. Introduction
This contribution proposes text to address shortcomings in TS 33.108 in area of reporting Packet Activity events. This contribution addresses Issue # 2 of the issues list documented in T1P1/2002-004 and action items assigned to CIS/Telcordia during the T1P1.SAH conference calls held on January 8, 2002 and January 14, 2002. 
This contribution builds on contribution T1P1/2001-132 R0 which was submitted for discussion to T1P1.SAH at it’s September 24-25, 2001 meeting in Dallas, Texas and on T1P1/2001-132 R1 which reflected actions taken by the authors to revise and resubmit as per recommendation from T1P1.SAH. The authors advise the readers to please see contribution T1P1/2001-132 R1 for additional reference material on this issue.

Revision 1 of this contribution provides some changes to T1P1/2002-008 to provide clarifications and to recommend inclusion of an informative Annex in TS 33.107 or TS 33.08 that provides information and example scenarios that could aid network equipment suppliers and carriers to meet the needs of law enforcement with respect to packet activity reporting while minimizing the performance impact to xGSNs.
B. Discussion

Background: Similar to wireline systems, wireless systems establish a communication path across the accessing system from the subject's device to a network before communication between subject and associate can begin. Currently, the establishment or release of this path is reported via the BEGIN and END Intercept-Related Information (IRI) records, respectively.  These IRI records identify when an intercept subject has established or ended the ability to communicate over a communication path. After a communication path is established by a wireless accessing system between the subject device(s) and the network, the subject can communicate directly with an associate over the connecting path. 

Currently, TS 33.108 does not provide support for the delivery of IRI for packet communications. 

Discussion: Consideration should be given to prescribing interception of certain events at the 3G Gateway GPRS Support Node (GGSN).  Currently, TS 33.108 designates interception at the Serving GPRS Support Node (SGSN), and as a national option at the GGSN.  The following events are applicable to the 3G GGSN:

· PDP context activation

· PDP context deactivation

· Start of interception with PDP context active.

Reporting of packet activity IRI at the SGSN might require the SGSN to extract information present at the SGSN, but not typically used for routing.  Reporting of packet activity IRI might be better performed by the GGSN for the following reasons:

· For incoming packets (to be delivered to the MS), if all packet information is received over an aggregate "pipe" from the Internet Service Provider (ISP) (i.e., over a common IP address/Port Address combination), then the GGSN will need to look at the packet to determine which PDP context to route the packet over.  If the GGSN looks at the packet to do this determination, then the GGSN is uniquely positioned to provide the source/destination addresses and port information for all packets with respect to lawful interception.

· For incoming packets, even if unique pipes are used (one pipe per user to each ISP), then typically a router will associate a given address with a given physical interface.  If they do not verify that an IP address assigned to the user is the one signaled in the IP packet from the ISP to the wireless provider, the GGSN could send packets intended for another user to the subject.  This could happen because of an error in the ISP.  

Once a PDP context has been established it is important for Law Enforcement Agencies (LEAs) to know the interception subject is sending or receiving packets and IRI associated with the packets.  Reporting of this type of activity is called Packet Activity Reporting.  When packet activity is detected by the network (i.e., a packet is sent by the interception subject or packet is being sent to the interception subject), this event needs to be reported.  However, a separate report for each detected packet is not necessary, but rather a summary report can be provided to the LEAs.  Therefore, Packet Activity Reporting can include the sending of IRI relevant to each instance with several of these instances being grouped together in one reported record. For each instance of packet activity detection, LEAs need to receive the following information:

· Source IP Address

· Destination IP Address

· Transport Protocol

· Source Transport Port Number

· Destination Transport Port Number

From the perspective of J-STD-025, there is a precedent for intercepting similar information (i.e., Calling/Called Party Number, Source/Destination IP Address and calling/called party subaddress information).  In some configurations, the calling/called party subaddress information could serve a similar purpose to port numbers.  The main routing function within the PSTN/ISDN is on E.164 numbers, but the end-to-end application may look at the subaddress information to decide how to further process the information transported (e.g., identify the application or session).
Requirement: LEAs require the delivery of IRI for the parties to a communication to ascertain origin, direction, destination, or termination information for each communication generated or received by the intercept subject. LEAs recognize that this information might be redundant with information delivered over the HI3 if a Title III court order is in effect.  LEAs require the delivery of IRI for packet activity regardless of whether the transmission is successful. That is, delivery of IRI is required for packets sent by the intercept subject regardless of whether the transmission is successful to the intended destination. Similarly, delivery of IRI is required for packets received by the intercepting system destined for delivery to the intercept subject regardless of whether the transmission is successful to the intercept subject MS.

LEAs require that the following specific information be reported separately from the content of communication to appropriately identify the parties and nature of the communication in association with an access path (i.e., PDP Context path):

a) Access Path ID (which correlates Network Address Information to Access Path events such as PDP Context Activation and Deactivation);

b) Protocol used by the Transport Layer (e.g., TCP, UDP);

c) Source IP address;

d) Source transport layer port;

e) Destination IP address;

f) Destination transport layer port.

Recommendation: The author recommends the addition of new triggers to TS 33.107 and TS 33.108 to report the packet activity event and related information. It is recommended that a new IRI record be created to support U.S. CALEA requirements in this area. However, the CONTINUE record can be expanded with a new trigger for this purpose. Parameter enhancements are required to support the reporting of event information. The new text proposed in this contribution assumes that a new IRI record is created to support reporting of this event.

1. Proposed Changes to TS 33.107 to address Packet Activity Reporting

1.1 Changes to Clause 7.3 of TS 33.107 to address Packet Activity Events

Change the first sentence as follows:

Intercept Related Information (Events) are necessary at the Mobile Station Attach, Mobile Station Detach, PDP Context Activation, Start of intercept with PDP context active, PDP Context Deactivation, RA update, Packet Activity, and SMS events.

1.2 Changes to Clause 7.3 of TS 33.107 to address Packet Activity Events

Change the first sentence as follows:

Intercept Related Information (Events) are necessary at the Mobile Station Attach, Mobile Station Detach, PDP Context Activation, Start of intercept with PDP context active, PDP Context Deactivation, RA update, Packet Activity, and SMS events.

1.3 Changes to Clause 7.3.1 of TS 33.107 to address Packet Activity and Roaming

Add the following as the new last paragraph:

In the case where the 3G GGSN is performing packet activity reporting, the user roams, and the 3G GGSN continues to be involved in the handling of the content of communications, the 3G GGSN shall continue to perform the packet activity reporting.

1.4 Changes to Clause 7.3.2 of TS 33.107 to address Packet Activity Events

1. Change the first paragraph as follows:

There are seven eight different events in which the information is sent to the DF2 if this is required. Details are described in the following section. The events for interception are configurable (if they are sent to DF2) in the 3G GSN and can be suppressed in the DF2.

2. Change the second paragraph as follows:

The following events are applicable to 3G SGSN:

-
Mobile Station Attach;

-
Mobile Station Detach;

-
Packet Activity;
-
PDP context activation;

-
Start of intercept with PDP context active;

-
PDP context deactivation;

-
RA update;

-
SMS.

3. Change the third paragraph as follows:

The following events are applicable to the 3G GGSN:

· PDP context activation;

· PDP context deactivation;

· Start of interception with PDP context active;

· Packet Activity.

4. Add the following as a continuation of the third paragraph providing a list of events applicable to the 3G GGSN: 

When content of communication interception is performed at the GGSN, then Packet Activity reporting shall also be performed at the GGSN and not at the SGSN.

1.5 Changes to Table 2 of TS 33.107

	Event Type

Description which type of event is delivered: MS attach, MS detach, PDP context activation, Start of intercept with PDP context active, PDP context deactivation, SMS, Cell and/or RA update, Packet Activity.

	Packet Count

Count of the number of packets detected over the packet activity reporting interval.

	Packet Activity Report Reason

The packet activity report reason indicates the reason for generation of the packet activity report

	Originating Address

Address of the source of the IP packet.

	Destination Address

Address of the destination of the IP packet.

	Transport Protocol Information

The transport protocol information includes the set of observed triplets (transport protocol [e.g., TCP], originating transport port number, and destination transport port number) over the packet activity reporting interval. 


1.6 Add Clause 7.4.9 to TS 33.107 to address Packet Activity Reporting

The Packet Activity report event is generated at the 3G GSN, when the GSN has detected packet activity for the intercept subject; this event provides a summary of the intercept subject packets detected over a given time interval.  The fields will be delivered to the DF2, if available:

	Observed MSISDN

	Observed IMSI

	Observed IMEI

	PDP address of observed party

	Event Type 

	Event Time

	Event Date

	Correlation number

	Access Point Name

	PDP Type

	Network Element Identifier

	Packet Count (if applicable)

	Packet Activity Report Generation Reason (if applicable)

	Originating Address (if applicable)

	Destination Address (if applicable)

	Transport Protocol Information (if applicable)

	IAs (if applicable)


2. Changes to TS 33.108 to address Packet Activity Reporting Events

2.1 Changes to Clause 6.5 of TS 33.108 

The following text changes need to be incorporated into Clause 6.5 of TS 33.108:

There are eight nine different event types received at DF2 level. According to each event, a Record is sent to the LEMF if this is required. The following table gives the mapping between event type received at DF2 level and record type sent to the LEMF. 

Table 1: Mapping between UMTS Data Events and HI2 records type

	Event
	IRI Record Type

	GPRS attach
	REPORT

	GPRS detach
	REPORT

	PDP context activation (successful)
	BEGIN

	PDP context activation (unsuccessful)
	REPORT

	Start of intercept with PDP context active
	BEGIN

	PDP context deactivation
	END

	Cell and /or RA update
	REPORT if no PDP context is active

CONTINUE if, at least, one PDP context is active

	SMS
	REPORT

	Packet Activity
	PACKETACTIVITY


2.2 Additions to Table 2 of TS 33.108 

The following additional parameters need to be added to Table 2 of TS 33.108:

Table 2: Mapping between Events information and IRI information

	parameter
	description
	HI2 ASN.1 parameter

	Originating Address
	Reports the source address in an IP packet when reporting packet activity.
	originatingAddress

	Destination Address
	Reports the destination address in an IP packet when reporting packet activity.
	destinationAddresss

	Packet Activity Count
	Reports the number of packets detected over a given monitoring reporting interval.
	packetActivityCount

	Packet Report Reason
	Reports the reason for the generation of the packet activity report record.
	packetActivityReportReason

	Originating Port Number
	Reports the source transport layer port in an IP packet when reporting packet activity.
	packetActivityProtocolInfo

(originatingPortNumber)

	Destination Port Number
	Reports the destination transport layer port in an IP packet when reporting packet activity.
	packetActivityProtocolInfo

(destinationPortNumber)

	Transport Protocol
	Reports the Protocol used by the Transport Layer for the source in an IP packet (e.g., TCP, UDP).
	packetActivityProtocolInfo (transportProtocol)


2.3 Additions to Clause 6.5 of TS 33.108 

Add a new clause to TS 33.108, namely Clause 6.5.1.5, with the following proposed text.

6.5.1.5
PACKETACTIVITY record information

The PACKETACTIVITY record is used to convey IRI for the parties to packet communications after a communication path is established by a wireless accessing system between the subject device(s) and the network. 

The PacketActivity record shall be generated when:

· Reporting is performed on an individual intercepted packet basis and a packet is intercepted

· Reporting is performed on an aggregate basis and

· a count threshold is reached for each originatingAddress/destinationAddress combination

· a monitoring interval timer expires

· PDP context is deactivated and packets have been intercepted, but Packet Activity reporting has been not reported.

A PACKETACTIVITY record can optionally be triggered when:

· the intercept subject generates or receives IP packets, and the originatingAddress / destinationAddress combination changes between consecutive packets generated or received by the intercept subject.

To support the reporting of the Packet Activity event, the 3G xGSN shall be able to intercept individual packets sent from or to the interception subject.  The Packet Activity event is the interception of each such packet and the extraction of the IRI from that packet.  The Packet Activity event shall be reported via the PACKETACTIVITY record either individually or on an aggregate basis as described below.

Table 6-16: Parameters for Reporting Packet Activity Events

	Parameter
	MOC
	Description/Conditions

	observed MSISDN
	C
	Provide at least one and others when available.

	observed IMSI
	
	

	observed IMEI
	
	

	observed PDP address
	C
	Provide to identify the PDP address of the intercept subject.

	event type
	C
	Provide Packet Activity event type.

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	Access Point Name
	C
	Provide to identify the packet data network to which the intercept subject is connected.

	PDP type
	C
	Provide to describe the PDP type of the observed PDP address.

	network identifier
	M
	Shall be provided.

	correlation number
	C
	Provide to uniquely identify the PDP context delivered to the LEMF and to correlate IRI records with CC.

	lawful intercept identifier
	M
	Shall be provided.

	xGSN address
	C
	Provide to identify the xGSN node.

	Packet Report Reason
	M
	Provide to identify the reason for the generation of the packet activity report (e.g., end of default time interval).

	Originating Address
	M
	Provide to report the source address in an IP packet when reporting packet activity.

	Destination Address
	M
	Provide to report the destination address in an IP packet when reporting packet activity.

	Packet Activity Count
	C
	Provide to identify the number of packets detected with the same originatingAddress/destinationAddress combination when Packet Activity reporting is performed on an aggregate basis.

	Packet Activity Protocol Info
	M
	Provide the set of observed triplets (transport protocol [e.g., TCP], originating transport port number, and destination transport port number) over the packet activity reporting interval and associated with the same originatingAddress/destinationAddress combination.


When reporting the Packet Activity event on an aggregate basis:

· A count of the number of intercepted packets with a given originating/destination address combination is maintained to provide input to a common PacketActivity record.  If this count reaches or exceeds a provisioned threshold for the intercept subject, then a packet activity record is generated.  The range of the count threshold is 500 to 5000 with a default value of 2500.  

· A packet activity monitoring interval is utilized to govern the amount of time over which intercepted packets with a given originating/destination address combination provide input to a common Packet Activity report.  If this monitoring interval reaches or exceeds a provisioned threshold for the intercept subject, then a PacketActivity record is generated.  The range of the timer threshold is 30 seconds to 5 minutes in (30 second increments) with a default value of 1 minute.

2.4 Additions to Clause B.4 of TS 33.108 

The ASN.1 encoding in Clause B.4 of TS 33.108 must be modified to allow for the inclusion of the definition of the PACKETACTIVITY record (additions are underlined). 

IRIContent

::= CHOICE 

{


iRI-Begin-record

[1] IRI-Parameters,


--at least one optional parameter must be included within the iRI-Begin-Record


iRI-End-record


[2] IRI-Parameters,


iRI-Continue-record

[3] IRI-Parameters,


--at least one optional parameter must be included within the iRI-Continue-Record


iRI-Report-record

[4] IRI-Parameters,


--at least one optional parameter must be included within the iRI-Report-Record


iRI-PacketActivity-record

[5] IRI-Parameters,


--at least one optional parameter must be included within the 


--iRI-PacketActivity-Record

...

}

The following five IRI-parameters need to be added to the ASN.1 encoding in TS 33.108 for reporting the Packet Activity events.

   originatingAddress

[26] IPAddress
OPTIONAL,

-- The sourceAddress parameter contains the


-- source ip address in the intercepted ip packet.

   destinationAddress

[27] IPAddress
OPTIONAL,



-- The destinationAddress parameter contains the



-- destination ip address in the intercepted ip packet.


packetActivityCount
[28] Count OPTIONAL,


-- The packetactivityCount parameter reports the number of packets 


-- detected that utilized the same originatingAddress/terminatingAddress 

    -- combination over a given packet activity interval

   packetActivityReportReason [29] ReportReason OPTIONAL,


-- The packetActivityReason parameter indicates the reason for generating the  

    -- Packet Activity Report record.

   PacketActivityProtocolInfo [30] PacketActivityProtocolInfo OPTIONAL, 

The following four parameter definitions need to be added to the ASN.1 encoding in Clause B.4 of TS 33.108 for reporting the Packet Activity events.

-- PARAMETERS FORMATS

PacketActivityProtocolInfo ::= SEQUENCE OF

{


transportProtocol
[0] TransportProtocol OPTIONAL,


-- The transportProtocol parameter reports the 


-- Transport Protocol used by the Transport Layer(e.g., TCP, UDP, SCTP)


-- in an IP packet when reporting packet activity. The 


-- transportProtocol parameter shall be coded in accordance


-- with document reference [51].

   originatingPortNumber

[1] PortNumber
OPTIONAL,


-- The originatingPortNumber is the source transport layer port  

    -- in an IP packet when reporting packet activity.  The


-- originatingPortNumber parameter shall be coded in accordance with 


-- document references [52], [UDP]
, and [SCTP]
.


destinationPortNumber

[2] PortNumber
OPTIONAL,


-- The destinationPortNumber is the destination transport layer port 


-- in an IP packet when reporting packet activity.  The 


-- destinationPortNumber parameter shall be coded in accordance with 


-- document references [52], [UDP], and [SCTP].

}

TransportProtocol::= OCTET STRING (SIZE (1))

-- From “Assigned Numbers” RFC 1700 available from the IETF or more recent information 

-- can be found at http://www.iana.org/assignments/protocol-numbers.

PortNumber ::= INTEGER (0..65535)

Count ::= INTEGER (0..65535)

ReportReason ::= ENUMERATED

{

   timerExpiry (0),

   countThreshold (1),

   pDPContextDeactivaed (2)

   addressChange (3),

…

}

The ASN.1 encoding of the GPRSEvent parameter in TS 33.108 needs to be modified to add a codepoint for this event (See Clause B.2.6). Within the ASN.1, the following value should be added

GPRSEvent ::= ENUMERATED 

{


pDPContextActivation 




(1),


startOfInterceptionWithPDPContextActive
(2),


pDPContextDeactivation




(4),


gPRSAttach 







(5),


gPRSDetach 







(6),


locationInfoUpdate 





(10),


sMS 








(11),


packetActivity






(12?),


...

}

-- see ref [10]

2.5 New Informative Annex for TS 33.107 and/or 33.108 Regarding Packet Activity

This informative annex provides information and example scenarios that could aid network equipment equipment suppliers and carriers to meet the needs of law enforcement with respect to packet activity reporting while minimizing the performance impact to xGSNs.

If the process that could be used for supporting packet activity reporting capabilities is examined, it could be decomposed into several functions.  The following is one example of how the process can be decomposed, although there could be other ways to decompose this process:

1.  Identification of Packets for which Packet Activity Reporting is to be performed;

2.  Processing each individual packet to extract the associated IRI;

3.  Formulating the IRI record for reporting Packet Activity;

4.  Transmitting the IRI record to the LEMF.

Figure 1 illustrates the above processes relative to a “traditional” xGSN LI operation.
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Figure 1 - Expected Function of xGSN for Packet Activity

In Figure 1, the identification of packet is intended to address that process/function within the “traditional” xGSN that identifies the packets sent by or to the intercept subject.  The packet activity reporting function takes the identified packets and extracts the intercept related information for those individual packets (i.e., Source and Destination Addresses of the packet, Transport Protocol, and Source and Destination Transport Port of the packet).  The IRI Record Generation function is responsible for “aggregating” the information obtained from each individual packet and formulating an aggregate packet activity IRI record or for formulating a packet activity IRI record for each individual packet to be sent to the Delivery Function (DF).  The illustration in Figure 1 is only an example and is not intended to imply a particular implementation.

If having all of these functions and processes within a “traditional” xGSN is “performance impacting” for some vendors, then alternate arrangements can be used to provide the same functionality.   Three alternatives are illustrated in this contribution (Dedicated resource, xGSN adjunct, and standalone device).  

In the first example, the xGSN could be designed in such a way that dedicated resources could be provided just for the packet activity processing and IRI record generation as shown in Figure 2.  With dedicated resources available to support this capability, the “traditional” xGSN would not have to allocate much of the “normal” core functioning resources to the task of packet activity processing and reporting. The “traditional” xGSN would need to allocate some resources for the Identification of individual packets function, however, this is not expected to be great burden for the “traditional” xGSN as it would need to be supported for delivery of content of communication.


[image: image2.wmf]Delivery

Function

Delivery

Function

Identification

of Packet

Packet Activity

Processing

IRI record 

Generation

LEA

xGSN


Figure 2 - xGSN with Dedicated Resources for Packet Activity Reporting

Figure 3 demonstrates how the Packet Activity reporting could be handled as an adjunct node to the “traditional” xGSN.  As before, the identification of individual packets function is resident in the “traditional” xGSN.  However, the Packet Activity processing and the IRI record generation functions are moved to an adjunct node.  This alternative should also not have performance impacts on the “traditional” xGSN.  The Logical xGSN is the combination of the “traditional” xGSN and the adjunct node.  The DF only sees the Logical xGSN.  From the perspective of the DF and LEMF this arrangement can deliver what is needed and does not alter their view of a xGSN.  That is, the DF and LEMF do not see a difference between the Logical xGSN and the “traditional” xGSN.
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Figure 3 - Logical xGSN including Adjunct

Figure 4 illustrates the stand-alone packet activity reporting alternative.  In this arrangement, the “Traditional” xGSN again, includes the identification of individual packets function.  The “traditional” xGSN passes the identified packets to the stand-alone device for handling these packets. The stand-alone device processes these packets, extracts the relevant IRI, formulates the appropriate IRI record (aggregate or individual) and sends the IRI record(s) to the DF for transmission to the LEMF.  

Similar to the alternative using an adjunct node, the DF and the LEMF do not see any difference between a “traditional” xGSN and the Logical xGSN.

This approach has the ability to allow the stand-alone device to service multiple “traditional” xGSNs.  However, the stand-alone device could be conceptualized in such a way that the DF only views individual Logical xGSNs.  

A whole new approach, not described in this annex, but certainly possible is for the DF to view the stand-alone device as another network element to try to gain more efficiencies at the stand-alone device to DF interface.
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Figure 4 - Logical xGSN including Standalone Device

This contribution has provided three separate examples of how one could implement packet activity reporting capabilities taking into consideration the impacts on performance on the xGSN with respect to its core functions while still meeting the needs of LEA.

In all of the example models provided for supporting the Packet Activity reporting capability, the greatest burden placed on the “traditional” xGSN (core functioning of the “traditional” xGSN) is that of identifying the intercept subject’s packet and handing those off to the Packet Activity processing function whether that Packet Activity processing function is in the same physical node as the “traditional” xGSN or in a separate physical node. This Identification of packet capability is required at the “traditional” xGSN to support the interception of the content of communications.

As demonstrated by this annex, alternative implementations are possible to address concerns about the impacts on performance on the core functions of the “traditional” xGSN.  Various members of the industry are considering some of the examples shown in this contribution.  All of these examples fit within the existing model provided by 3GPP TS 33.106, 107, and 108 in the context of the capabilities of an MF.  

C. Recommendation

Approve all recommended changes.














































� STD0006 " User Datagram Protocol (UDP)", 28 August 1980.


� RFC 2960 " Stream Control Transmission Protocol (SCTP)", October 2000.
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